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hƴƭȅ ƴƻǿ ǿŜ Ŏŀƭƭ ƛǘ άǎƻŎƛŀƭ ŜƴƎƛƴŜŜǊƛƴƎΦέ

A great definition:

ÅSocial engineering refers to psychological manipulationof people into 
performing actions or divulging confidential information.
ÅSee https://en.wikipedia.org/wiki/Social_engineering_(security)

ÅBy far the number one threat to our privacy.

ÅSocial engineering nailed the IT Department in my Bullseye Breach 
fictional world.

ÅAnd it nailed several organizations in the real world.

https://en.wikipedia.org/wiki/Psychological_manipulation
https://en.wikipedia.org/wiki/Social_engineering_(security)


Social engineering tactics helped steal millions of 
credit cards in my fictional world.

LǘΩǎ ōŜƘƛƴŘ ƴŜŀǊƭȅ ŀƭƭ ǘƘŜ ǎŜƴǎŀǘƛƻƴŀƭ 
data breaches in the real world.



How does 21st century social engineering work?



Phishing attack
ÅIn a typical large scale phishing attack, an evil intruder named Trudy 

sends a mass email to potential victims with the hope that victims will 
open a malware attachment or access the wrong website.

ÅIn a spear phishing attack, Trudy does homework on potential victim 
!ƭƛŎŜ ŀƴŘ ǘŀƛƭƻǊǎ ƘŜǊ ŜƳŀƛƭ ǘƻ !ƭƛŎŜΩǎ ǳƴƛǉǳŜ ǘŀǎǘŜǎΦ
ÅIf Alice is a victim of the US Government Office of Personnel Management 
Řŀǘŀ ōǊŜŀŎƘΣ ¢ǊǳŘȅ ƳƛƎƘǘ ǘŀƛƭƻǊ ƘŜǊ ŜƳŀƛƭ ǘƻ ƳƛƳƛŎ ǘƘŜ άŎƭƛŎƪ ƘŜǊŜέ hta 
email.
ÅAlice thinks the email directs her to an OPM website to set up her free credit 

monitoring
Å.ǳǘ !ƭƛŎŜ ǊŜŀƭƭȅ ƎƻŜǎ ǘƻ ¢ǊǳŘȅΩǎ ŜǾƛƭ ǿŜōǎƛǘŜ ŘŜǎƛƎƴŜŘ ǘƻ ǎǘŜŀƭ !ƭƛŎŜΩǎ ōŀƴƪƛƴƎ 

info.



! ǘȅǇƛŎŀƭ άphishyέ ǎǇŀƳ ŜƳŀƛƭ

ÅThis one is easy to 
spot from its clumsy 
content.

ÅBut how would you 
find out where it 
really came from? 



/ƭƛŎƪ CƛƭŜΧtǊƻǇŜǊǘƛŜǎ

Look at the email 
header

Where did it really 
come from?



Use a 
whois
lookup to 
find out 
who owns 
the 
sending IP 
Address



This one 
started in 
the 
Netherlands 
and routed 
through 
Ukraine.



¢ƘŜȅΩǊŜ ƴƻǘ ŀƭǿŀȅǎ ƻōǾƛƻǳǎ ǘƻ ǎǇƻǘ ŦǊƻƳ ŎƻƴǘŜƴǘ



IŜǊŜΩǎ ŀƴƻǘƘŜǊ ƻƴŜ ŀƛƳŜŘ ŀǘ ǘƘŜ ŦƛƴŀƴŎƛŀƭ ƛƴŘǳǎǘǊȅ



Watering hole attack

Å!ƭƛŎŜ ƻǇŜǊŀǘŜǎ ŀ ǿŜōǎƛǘŜ ǘƘŀǘ ŜǾŜǊȅƻƴŜ ƛƴ .ƻōΩǎ ƛƴŘǳǎǘǊȅ ǳǎŜǎΦ

Å!ƭƛŎŜΩǎ ǿŜōǎƛǘŜ Ƙŀǎ ŀ ȊŜǊƻ Řŀȅ ǾǳƭƴŜǊŀōƛƭƛǘȅΦ  hǊ ƳŀȅōŜ !ƭƛŎŜ ǳǎŜǎ 
sloppy security practices.
ÅZero day ςŀ ǎƻŦǘǿŀǊŜ ōǳƎ ōŀŘ Ǝǳȅǎ ŜȄǇƭƻƛǘ ǘƘŀǘ ƎƻƻŘ Ǝǳȅǎ ƘŀǾŜƴΩǘ ŦƻǳƴŘ ƻǳǘ 

about yet.

Å¢ǊǳŘȅ ŜȄǇƭƻƛǘǎ ǘƘŜ ǾǳƭƴŜǊŀōƛƭƛǘȅ ƛƴ !ƭƛŎŜΩǎ ǿŜōǎƛǘŜ ŀƴŘ ŜƳōŜŘǎ ŀƴ ŜǾƛƭ 
program.

Å.ƻō ŀŎŎŜǎǎŜǎ !ƭƛŎŜΩǎ ǿŜōǎƛǘŜΦ  ¢ǊǳŘȅΩǎ ŎƻƴǘŜƴǘ ǎƛƭŜƴǘƭȅ ƛƴǾŀŘŜǎ .ƻōΩǎ 
computer.

ÅTrudy now owns Bob.



Fake tech support websites
Post a question in a Yahoo 
support forum.

The reply sends you to a 
website with a toll free phone 
number.

Call the number.

Grant permission for some 
bozo on the other side of the 
world to connect to your 
computer.

Give them your credit card 
number.

Now they own you.



Appeals to greed
Access this sleazy website that 
promises a free download of 
my book, Bullseye Breach.

Endure popup after popup 
promising all kinds of free 
junk.

{ƻƻƴŜǊ ƻǊ ƭŀǘŜǊΣ ȅƻǳΩƭƭ ǎŜŜ ŀ 
popup claiming you have a 
virus. Or your flash player is 
out of date.  

Go ahead ςclick on the link!


