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Only now we call it “social engineering.”

A great definition:

• Social engineering refers to psychological manipulation of people into 
performing actions or divulging confidential information.
• See https://en.wikipedia.org/wiki/Social_engineering_(security)

• By far the number one threat to our privacy.

• Social engineering nailed the IT Department in my Bullseye Breach 
fictional world.

• And it nailed several organizations in the real world.

https://en.wikipedia.org/wiki/Psychological_manipulation
https://en.wikipedia.org/wiki/Social_engineering_(security)


Social engineering tactics helped steal millions of 
credit cards in my fictional world.

It’s behind nearly all the sensational 
data breaches in the real world.



How does 21st century social engineering work?



Phishing attack
• In a typical large scale phishing attack, an evil intruder named Trudy 

sends a mass email to potential victims with the hope that victims will 
open a malware attachment or access the wrong website.

• In a spear phishing attack, Trudy does homework on potential victim 
Alice and tailors her email to Alice’s unique tastes.
• If Alice is a victim of the US Government Office of Personnel Management 

data breach, Trudy might tailor her email to mimic the “click here” OPM 
email.

• Alice thinks the email directs her to an OPM website to set up her free credit 
monitoring

• But Alice really goes to Trudy’s evil website designed to steal Alice’s banking 
info.



A typical “phishy” spam email

• This one is easy to 
spot from its clumsy 
content.

• But how would you 
find out where it 
really came from? 



Click File…Properties

Look at the email 
header

Where did it really 
come from?



Use a 
whois
lookup to 
find out 
who owns 
the 
sending IP 
Address



This one 
started in 
the 
Netherlands 
and routed 
through 
Ukraine.



They’re not always obvious to spot from content



Here’s another one aimed at the financial industry



Watering hole attack

• Alice operates a website that everyone in Bob’s industry uses.

• Alice’s website has a zero day vulnerability.  Or maybe Alice uses 
sloppy security practices.
• Zero day – a software bug bad guys exploit that good guys haven’t found out 

about yet.

• Trudy exploits the vulnerability in Alice’s website and embeds an evil 
program.

• Bob accesses Alice’s website.  Trudy’s content silently invades Bob’s 
computer.

• Trudy now owns Bob.



Fake tech support websites
Post a question in a Yahoo 
support forum.

The reply sends you to a 
website with a toll free phone 
number.

Call the number.

Grant permission for some 
bozo on the other side of the 
world to connect to your 
computer.

Give them your credit card 
number.

Now they own you.



Appeals to greed
Access this sleazy website that 
promises a free download of 
my book, Bullseye Breach.

Endure popup after popup 
promising all kinds of free 
junk.

Sooner or later, you’ll see a 
popup claiming you have a 
virus. Or your flash player is 
out of date.  

Go ahead – click on the link!



Use this device to identify your most powerful 
security weapon.
Instructions:

• Hold this device in front of you.

• Look inside. 

• Gaze upon the most important weapon in your security arsenal.

• Exercise this weapon frequently.

• Keep it updated.

• Guard it jealously.

• Use it wisely.





Con games are alive and well today and live 
on the Internet



Buy your copy today!

Greg Scott – gregscott@infrasupport.com
Twitter: DGregScott
1 (651) 260-1051

Warning: Don’t start reading until a Friday 
because you won’t be able to put it down. 

This gives you the weekend to recover from jet-lag 
after reading all night.

http://www.bullseyebreach.com
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